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Abstract

Self-securing storage prevents intruders from undetectably tampering with or permanently
deleting stored data. To accomplish this, self-securing storage devices internally audit all re-
quests and keep all versions of all data for a window of time, regardless of the commands received
from potentially compromised host operating systems. Within this window, system adminis-
trators have valuable information for intrusion diagnosis and recovery. This thesis discusses
the architecture behind the Self-Securing Storage Systems (S4) project. It also presents the
external interface that the S4 drive uses for communication with client systems. The design
and evaluation of the initial S4/NFS client is presented as an example client-side interface to a
self-securing object store.

1 Introduction

Despite the best e�orts of system designers and implementors, it has proven diÆcult to prevent

computer security breaches. This fact is of growing importance as organizations �nd themselves

increasingly dependent on wide-area networking (providing more potential sources of intrusions)

and computer-maintained information (raising the signi�cance of potential damage). A successful

intruder can obtain the rights and identity of a legitimate user or administrator. With these rights,

it is possible to disrupt the system by accessing, modifying, or destroying critical data.

Even after an intrusion has been detected and terminated, system administrators face two

diÆcult tasks: determining the damage caused by the intrusion and restoring the system to a safe

state. Damage includes compromised secrets, creation of back doors and Trojan horses, and tainting

of stored data. Detecting each of these is made diÆcult by crafty intruders who understand how

to scrub audit logs and disrupt automated tamper detection systems. System restoration involves

identifying a clean back-up (i.e., one created prior to the intrusion), reinitializing the system, and

restoring information from the back-up. Such restoration often requires a signi�cant amount of



time, reduces the availability of the original system, and frequently causes loss of data created

between the safe back-up and the intrusion.

Self-securing storage o�ers a partial solution to these problems by preventing intruders from

undetectably tampering with, or permanently deleting stored data. Since intruders can take the

identity of real users and even the host OS, any resource controlled by the operating system is

vulnerable, including the raw storage. Rather than acting as slaves to host operating systems, self-

securing storage devices view them, and their users, as questionable entities for which they work.

These self-contained, self-controlling devices internally version all data and audit all requests for a

guaranteed amount of time (e.g. a week), thus providing system administrators time to detect and

recover from intrusions. The critical di�erence between self-securing storage and host-controlled

versioning (e.g. Elephant [18] or Adaptec's GoBack [4]) is that intruders can no longer bypass the

versioning software by compromising a complex OS or its poorly-protected user accounts. Instead,

intruders must compromise single-purpose devices that export only a simple storage interface, and

in some con�gurations, they may have to compromise both.

This paper describes self-securing storage and the interface to our implementation, called S4.

A number of challenges arise when storage devices distrust their clients. Most importantly, it may

be diÆcult to keep all versions of all data for an extended period of time, and it is not acceptable

to trust the client to specify what is important to keep. Fortunately, disk capacities increase

faster than most computer characteristics (100%+ per annum in recent years). Analysis of recent

workload studies suggests that it is possible to version all data on modern 30{100 GB drives for far

longer than a week [18, 21]. Other challenges include achieving secure administrative control and

dealing with denial-of-service attacks.

The remainder of this paper is organized as follows. Section 2 discusses intrusion survival and

recovery diÆculties in greater detail. Section 3 describes how self-securing storage addresses these

issues, presents some challenges inherent to self-securing storage, and discusses design solutions for

addressing them. Section 4 discusses the interface available to clients for data storage. Section 5

describes an NFS �le system that has been built on S4. Section 6 contains a discussion of related

work, and section 7 proposes future work for self-securing storage systems. Section 8 summarizes

this paper's contributions.
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2 Intrusion Diagnosis and Recovery

Upon gaining access to a system, an intruder has several avenues of mischief. Most intruders

attempt to destroy evidence of their presence by erasing or modifying system log �les. Many

intruders also install back doors in the system, allowing them to gain entry at will in the future.

They may also install other software, read and modify sensitive �les, or use the system as a platform

to launch additional attacks. Depending on the skill with which the intruder hides his presence,

there will be some detection latency before the intrusion is discovered by an automated intrusion

detection system (IDS) or by a suspicious user or administrator. During this time, the intruder can

continue his malicious activities while users continue to use the system, thus entangling legitimate

changes with those of the intruder. Once an intrusion has been detected and discontinued, the

system administrator is left with two diÆcult tasks: diagnosis and recovery.

Diagnosis is challenging because intruders can usually compromise the \superuser" account

on most operating systems, giving them full control over all resources. In particular, this gives

them the ability to manipulate everything stored on the system's disks, including audit logs, �le

modi�cation times, and tamper detection utilities. Recovery is diÆcult both because diagnosis

is diÆcult and because user-convenience is an important issue. This section discusses intrusion

diagnosis and recovery in greater detail, and the next section describes how self-securing storage

addresses these issues.

2.1 Diagnosis

Intrusion diagnosis consists of three phases: detecting the intrusion, discovering the weaknesses

that were exploited (for future prevention), and determining what the intruder has done. All are

diÆcult when the intruder has free reign over storage and the OS.

Without the ability to protect storage from compromised operating systems, intrusion detection

may be limited to attentive users and system administrators noticing odd behavior. Examining

the system logs is the most common approach to intrusion detection [2], but when intruders can

manipulate the log �les, such an approach is not useful. Some intrusion detection systems also

look for changes to important system �les [13]. These systems are vulnerable to intruders who can

change what the IDS thinks is a \safe" copy.

Determining how the intruder compromised the system is often impossible in conventional

systems, because he will scrub the system logs. In addition, any tools that may have been stored
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on the target machine for use in multi-stage intrusions may have been deleted. The common

\solutions" are to try to catch the intruder in the act or to hope that he forgot to delete his exploit

tools.

The last step of diagnosing an intrusion is to discover what was accessed and modi�ed by the

intruder. This is extremely diÆcult, because �le access and modi�cation times can be changed,

and system log �les can be doctored. In addition, checksum databases are of limited use, since they

are e�ective only for static �les, thus providing no protection for user data.

2.2 Recovery

Because it is usually not possible to diagnose an intruder's activities, full system recovery generally

requires that the compromised machine be wiped clean and reinstalled from scratch. Prior to

erasing the entire state of the system, users may insist that critical data be saved. Critical data

is any data that has changed since the last backup and requires signi�cant e�ort to recreate. The

more e�ort that went into creating the changes, the more motivation there is to keep this data.

Unfortunately, as the size and complexity of the data grows, the likelihood that tampering will go

unnoticed increases. Foolproof assessment of the data is very diÆcult, and overlooked modi�cations

may hide tainted information or a back door inserted by the intruder.

Upon restoring the OS and applications on the system, the administrator must identify a backup

that was made prior to the intrusion; the most recent backup may not be usable. After restoring

data from a veri�ed backup, the critical data can be restored to the system, and users may resume

using the system. This process often takes a considerable amount of time|time during which users

are denied service.

3 Self-Securing Storage

Self-securing storage ensures information survival and auditing of all accesses by establishing a

security perimeter around the storage device. Conventional storage devices are slaves to the host

operating system, relying on it for protection of the users' data. A self-securing storage device

operates as an independent entity, tasked with the responsibility to not only store data, but to

protect it. This shift of storage security functionality into the storage device's �rmware allows data

and audit information to be safeguarded in the presence of �le server and client system intrusions.

Even if the OSes of these systems are compromised and an intruder is able to issue commands
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directly to the self-securing storage device, the new security perimeter remains intact.

Behind the security perimeter, the storage device ensures data survival by keeping all versions

of data stored there. This history pool of old data versions, combined with the audit log of accesses,

can be used to diagnose and recover from intrusions. This section discusses the bene�ts of self-

securing storage and several core design issues that arise in realizing this type of device.

3.1 Enabling intrusion survival

Self-securing storage assists in intrusion recovery by allowing the administrator to view audit in-

formation and quickly restore modi�ed or deleted �les. The audit logs of data accesses help to

diagnose intrusions and detect the propagation of any maliciously modi�ed data.

Self-securing storage maintains old versions of data objects. This simpli�es diagnosis of an

intrusion since system logs cannot be imperceptibly altered. In addition, since the drive maintains

these old versions, they can quickly be restored to their pre-intrusion state. Because of this, self

securing storage makes conventional tamper detection systems obsolete.

Since the administrator has the complete picture of the system's state, from intrusion until

discovery, it is considerably easier to establish the method used to gain entry. For instance, the

system logs would have normally been erased, but by examining the versioned copies of the logs,

the administrator can see any messages that were generated during the intrusion and later removed.

In addition, any exploit tools temporarily stored on the system may be recovered.

Previous versions of system �les, from before the intrusion, can be quickly and easily restored

by resurrecting them from the history pool. This prevents the need for a complete re-installation

of the operating system, and it does not rely on having a recent, o�-line backup or up-to-date

checksums (for tamper detection) of system �les. Additionally, by utilizing the storage device's

audit log, it is possible to assess which data might have been directly a�ected by the intruder.

The data protection provided by self-securing storage allows easy detection of modi�cations,

selective recovery of tampered �les, prevention of data loss due to out-of-date backups, and speedy

recovery, since data need not be loaded from an o�-line archive.

3.2 Device security perimeter

The device's security model is what makes the ability to keep old versions more than just a user

convenience. The security perimeter consists of self-contained software that supports only a simple

storage interface to the outside world and veri�es each command's integrity before processing it.
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In contrast, most �le servers and client machines run a multitude of services that are susceptible

to attack. Since the self-securing storage device is a single-function embedded device, the task of

making it secure is much easier; compromising its �rmware is analogous to breaking into an IDE

or SCSI disk.

For network-attached devices (as compared to devices attached directly to a single host system),

the internally managed audit log becomes more useful if the device can verify each access as coming

from both a valid user and a valid client. This can allow the device to enforce access control decisions

and partially track propagation of tainted data. If clients must be authenticated, accesses can be

tracked to a single client machine, and the device's audit log can yield the scope of direct damage

from the intrusion of a given machine. By making sure any given access is bound to a fclient, userg

pair, a self-securing storage device can assure the following:

� For an uncompromised client, accesses are bound to the correct user's credentials and not

those of another user on that machine. Any client not exhibiting this behavior would be

considered compromised.

� For a compromised client, accesses are bound to the correct machine's credentials, but user

information may or may not be correct.

Network-attached storage must also deal with privacy and authenticity of network traÆc [3, 5].

One solution would be the use of a network-level mechanism like IPSec [12], for which hardware

support is expected to minimize the performance consequences.

3.3 History pool management

The old versions of objects kept on the drive comprise the history pool. Every time an object is

modi�ed or deleted, the version that existed just prior to the modi�cation becomes part of the

history pool. Eventually the object will age and have its space reclaimed by the drive. Because

clients cannot be trusted to demarcate versions consisting of multiple modi�cations, a separate

version must be kept for every modi�cation. This is in contrast to versioning �les systems that

generally create new versions only when a �le is closed.

A self-securing storage device guarantees a lower bound on the amount of time that a deprecated

object remains in the history pool before it is reclaimed. During this window of time, the old version

of the object can be completely restored by requesting that the drive copy forward the old version,

thus making a new version. The window of time during which an object can be restored is called
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the detection window. When determining the size of this window, the administrator must examine

the tradeo� between the detection latency provided by a large window and the extra disk space

that is consumed by the proportionally larger history pool.

While the capacity of disk drives is growing at an incredible rate, it is still �nite, which presents

two problems:

1. Providing a reasonable detection window in exceptionally busy systems.

2. Dealing with malicious users that attempt to �ll the history pool. (Note that space exhaustion

attacks are not unique to self-securing storage. However, device-managed versioning makes

per-user quotas ine�ective for limiting them.)

In a busy system, the amount of data written could make providing a reasonable detection win-

dow diÆcult. Fortunately, recent analysis of workloads suggests that multi-week detection windows

can be provided in many environments at a reasonable cost. Further, aggressive compression and

di�erencing of old versions can signi�cantly extend the detection window.

Deliberate attempts to overow the history pool cannot be prevented by simply increasing the

space available, and as with most denial of service attacks, there is no perfect solution. There are

three obviously awed approaches to addressing this type of abuse. The �rst is to have the device

reclaim the space held by the oldest objects when the history pool is full. Unfortunately, this would

allow an intruder to destroy information by causing its previous instances to be reclaimed from the

overowing history pool. The second awed approach is to stop versioning objects when the history

pool �lls; while this will allow recovery of the old data, system administrators would no longer be

able to diagnose the actions of an intruder or di�erentiate them from subsequent legitimate changes.

The third approach is for the drive to deny any action that would require additional versions once

the history pool �lls; this would result in denial of service to all users (legitimate or not).

Our hybrid approach to this problem is to try to prevent the history pool from being �lled

by detecting probable abuses and throttling the source machine's accesses. When successful, this

allows human intervention before the system is forced to choose from the above poor alternatives.

Selectively increasing latency and/or decreasing bandwidth allows well-behaved users to continue

to utilize the system even while it is under attack. Experience will show how well this works in

practice.

Since the history pool will be used for intrusion diagnosis and recovery, not just recovering from

accidental destruction of data, it is diÆcult to construct an algorithm that would save space in the
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history pool by pruning versions within the detection window. Almost any algorithm that could be

constructed to selectively remove versions has the potential to be abused by an intruder to cover

his tracks and to successfully destroy/modify information during a break-in.

3.4 Interface to history information

The history pool contains a wealth of information about the system's recent activity. This makes

accessing the history pool a sensitive operation, since it allows the resurrection of deleted and

overwritten objects. This is a standard problem posed by versioning �le systems, and is exacerbated

by the inability to selectively delete versions.

There are two basic approaches that can be taken toward access control for the history pool.

The �rst is to allow only a single administrative entity to have the power to view and restore items

from the history pool. This could be useful in situations where the old data is considered to be

highly sensitive. Having a single tightly-controlled key for accessing historical data decreases the

likelihood of an intruder gaining access to it. While this improves security, it prevents users from

being able to recover from their own mistakes, thus consuming the administrator's time to restore

users' �les. The second approach is to allow users to recover their own old objects (in addition to

the administrator). This provides the convenience of a user being able to recover their deleted data

easily, but also allows an intruder, who obtains valid credentials for a given user, to recover that

user's old �le versions. It is important to note that permitting full deletion of objects would be

perilous to the integrity of the data, since such a mechanism could be used by intruders to destroy

information.

Our compromise is to allow users to selectively decide, on a �le by �le basis. By choice, a

user could remove an object, version, or all versions from visibility by anyone other than the

administrator. Complete removal should not be permitted, since permanent deletion of data via

any other method than aging would be unsafe. This allows users to enjoy the bene�ts of versioning

for presentations and source code, while preventing access to visible versions of embarrassing images

or unsent e-mail drafts.

3.5 Version-administration tools

Since self-securing storage devices store versions of raw data, users and administrators will need

assistance in parsing the history pool. Tools for traversing the history must assist by bridging the

gap between standard �le interfaces and the raw object versions that are stored on the device. By
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being aware of both the versioning system and formats of the data objects, utilities can present

interfaces similar to that of Elephant [18], with \time-enhanced" versions of standard utilities such

as ls and cp.

In addition to allowing a simple view of data objects in isolation, intrusion diagnosis tools can

utilize the audit log to provide an estimate of damage. For instance, it is possible to see all �les

and directories that a client modi�ed during the period of time that it was compromised. Further

estimates of the propagation of data written by compromised clients are also possible, though

imperfect. For example, diagnosis tools may be able to establish a link between objects based on

the fact that one was read just before another is written. Such a link between a *.c source �le and

its corresponding *.o would be useful if a user determines that a source �le had been tampered

with; in this situation, the object �le should also be restored or removed.

4 S4 External Interface

S4 is an implementation of a network-attached self-securing storage device [6, 19, 20]. It exports

an object interface to a set of clients via the network, and is designed to provide them with secure,

versioned storage.

4.1 Provided Services

The basic S4 system was designed to provide a minimal but versatile set of services o that clients

and servers could add upon the basic functionality and guarantees to create full-function storage

systems without having to deal with overly complex or unnecessary functionality.

The basic S4 drive provides storage in the form of variable-sized objects. These objects exist in

a at namespace on the drive, and it is the responsibility of a higher level system to arrange these

objects into a hierarchal structure if so desired. The drive also provides a method of \naming"

objects for use as initial \mount points" in lieu of having special well-known objects. The S4 drive

internally versions all data objects, their attributes, and ACLs. The list of named objects (a.k.a

the partition table) is also versioned. All versioning is done transparently to client systems. In

addition, the S4 drive enforces access control on the objects that it stores.

Any functionality beyond that mentioned above is the responsibility of higher-level storage

management systems. For instance, S4 does not support concurrency control or locking of objects.

Also, S4 does not attempt to interpret the contents of objects, so it has no method for maintaining
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�le system integrity beyond per-object versioning and access auditing.

The S4 drive was designed with eÆciency as a top priority. One of the project goals was to

provide this high level of data protection for little or no performance cost. Recent performance

analysis of S4 (with the S4/NFS client) shows that the it has comparable performance characteristics

to BSD's NFS server [20].

4.2 Access control

Access control veri�cation is an integral part of the S4 system because it enables the access of

intruders and nosy users to be limited to the minimum possible set of objects, but most importantly,

it allows proper logging and auditing of accesses so that the system administrator has the maximum

possible amount of information when trying to diagnose and recover from an intrusion. The security

for the S4 system has two parts. The �rst part is concerned with the integrity and privacy of

requests to the storage system, and the other is the access control mechanisms that are applied to

all requests.

The authenticity, integrity, and privacy are implemented as two distinct parts. The �rst is a

network-level mechanism such as IPSec that can be implemented in hardware thus causing minimal

performance impact. This portion of the security should provide all three of these guarantees for

client to drive communication. The other piece to authenticating accesses is to verify a token that is

provided with each request. This token serves as proof that the userid associated with the request

is the proper user's identity. This is designed to prevent a compromised client from having access

to all information stored on the S4 drive. At a minimum, it limits the access of a client to the

access of the recent users of that client.

Once requests are authenticated, the drive checks the access permission of the fclient, userg

pair by examining the ACL that is associated with the object named in the request.

Table 4.2 shows a list of the ACL �elds that are supported by the S4 drive. Based on these

ACL �elds, users are assigned permissions both for individual objects and for the drive as a whole.

For recovery from intrusions, system administrators would need to authenticate as a user that has

both Administrator and Recovery permission for the drive. This will permit them to recover

all necessary objects from the history pool, as well as read and write the current object versions.

Another aspect of the ACL ags worth noting is that by clearing the Recoverable ag, normal

users can make object versions unrecoverable. Any users with the drive Recovery ability can still

recover these versions, however.
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ACL ag Description

| disk ACLs |

Administrator (A) Permits the user to add and delete users on the device; Also allows

the user full access to the current objects on the drive.

Create (C) Permits the user to create new objects on the device

Partition (P) Permits the user to create/delete name to object associations

Recover (V) Permits the user to recover all versions of all objects in the history

pool

| object ACLs |

Administrator (A) Permits the user to modify the ACL of this object

Read (R) Permits the user to read the data stored in this object

Write (W) Permits the user to write or truncate the data stored in this object

Append (P) Permits the user to append data to the end of the object; This is

redundant if the user also has Write access

Delete (D) Permits the user to delete this object

Recoverable (V) Permits the user to recover this version of the object from the history

pool

Lookup (L) Permits the user to retrieve the attributes and ACL for the object

Table 1: ACL �elds supported by the S4 drive: The ACL �elds are associated with S4 userIDs
on either a per drive or per object basis. The security subsystem uses these ACLs to make access
control decisions.

4.3 RPC interface

Since the S4 prototype implementation is a network-attached object store, clients must access the

drive via an RPC interface. Tables 4.3 & 4.3 list each type of RPC operation that is supported by

the drive.

This interface was designed to provide a complete, yet simple interface to the S4 drive. Although

not shown in the table, each command also includes cryptographic authentication information so

that the drive front end may verify the access permission of the client and user making the request.

4.4 History interface

Tables 4.3 & 4.3 indicate which RPC commands may be used for accessing objects in the history

pool in addition to accessing the current version. No commands that modify objects are supported

for this \in-time" access of objects in the history pool since the it is considered to be a read-only,

however all commands that retrieve information accept a time �eld to indicate which version of

the object to read. The drive will automatically clean old objects from the history pool once they
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RPC Operation In Time? Description

read(objID, offset, length) Y Reads length bytes from an object

starting at offset

write(objID, data, offset, length) N Writes length bytes starting at

offset

append(objID, data, length) N Appends length bytes to the end of

the object

Truncate(objID, length) N Truncates the size on an object to

length

create() N Creates a new object and returns its

objID

delete(objID) N Deletes the object from the current

set of objects

getattr(objID) Y Retrieves the S4 speci�c and the

opaque attributes associated with

an object

setattr(objID, attrs) N Writes new opaque attributes for

the speci�ed object

getaclbyindex(objID, index) Y Retrieves an ACL entry based on an

index into the list of entries

getaclbyuser(objID, userID) Y Retrieves an ACL entry for a given

user

setacl(objID, acl) N Sets an ACL entry for an object

Table 2: Object commands: RPC commands for manipulating objects. Commands which sup-
port \in time" access can accept an additional time parameter to access old object versions from
the history pool

are outside of the detection window.

The main method for recovering from accidents and intrusions is to copy-forward the desired

version from the history pool, writing it as the new version of the object. The initial design of S4

included a copy-forward command, but it was later determined to be unnecessary since a client

with proper access may read an old version from the history pool and write it as the current

version of an object. Thus this two step process is the main method used to recover old versions of

objects.

4.5 Optimizations

During initial testing, the necessity for certain optimizations became apparent. The client imple-

mentation was generating a very large number of attribute retrieval and modi�cation requests.
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RPC Operation In Time? Description

| Administrative operations |

setwindow(time) N Sets the guaranteed size of the recovery window

| General operations |

sync() N Flushes cached writes to disk; This RPC does

not return until the synchronization is complete

| Partition operations |

plist() Y Retrieves the list of named objects

pmount(name) Y Returns the objID associated with the given

name

pcreate(objID, name) N Associates name with the speci�ed object

pdelete(name) N Remove a name to objID association

Table 3: Miscellaneous commands: RPC commands for administration and manipulating object
names

These requests were due to updating �le system timestamps. The optimization to minimize this

traÆc allows combining of RPCs so that each data modi�cation RPC (create, read, write, append,

and truncate) can also perform a getattr and setattr on the object being modi�ed. The data

operation is performed �rst, followed by the setattr, and �nally the getattr. This allows the

new �le system attributes to be stored upon successful completion of the data operation, and the

resulting new attributes are returned to the client to keep its cache fresh.

A second optimization was made to allow retrieval and modi�cation of up to eight ACL entries

at a time on an object. This also greatly decreased the number of RPCs that were necessary by

allowing the client to make batch modi�cations to the ACL entries for an object. Both of these

optimizations are handled within the front end module of the drive by splitting the incoming RPC

operation into multiple object system operations.

5 S4 NFS Client

The �rst client �le system developed for use with the S4 system was an S4/NFS client. This client

is a user-level process that translates NFS requests made by the local machine's kernel into S4

RPC calls and relays them to the drive. The S4 client implements the NFS version 2 speci�cation,

and appears to the local machine as an NFS server. The local machine mounts this NFS \server"

as it would any other NFS server, except that the network communication to the S4 client is over

the loopback interface to ensure secure communication and not expose the S4 client to external
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network traÆc.

5.1 Object overview

Once the S4 client receives an NFS request, it translates the �le/directory operation into RPC

operations on S4 objects. When implementing the S4/NFS �le system, there are two types of

objects that the client uses|directory objects and �le objects. It is important to note that while

the client makes a distinction between these two object types, the drive does not. These two types

of objects plus the S4 attributes and the opaque attributes are suÆcient to implement the S4/NFS

�le system. The NFS protocol identi�es �les and directories using a �lehandle. S4 objectIDs can

be directly hashed into NFS �lehandles and vice versa.

5.2 NFS Attributes

The NFS �le system maintains a set of attributes for each �le and directory. This attribute

structure contains information such as the �le type, owner, group, and UNIX access permissions.

This structure is stored directly in the opaque space provided by the S4 system, with the exception

of two �elds. The size �eld of the NFS attribute structure is generated directly from the S4 size

attribute, which is an accurate measure of the size of the �le or directory being stored. The fileid

�eld, a unique identi�er for each �le/directory on an NFS server, is generated from the lower 32

bits of the object's ID. Generating the fileid �eld when the attributes are read instead of storing

it in the opaque space was chosen as an optimization that allowed the setattr and create S4

RPC calls to be combined.

Since nearly all operations access this attribute structure, the client maintains an attribute

cache that can be indexed by its S4 objectID. This cache is checked for a valid entry when the

low-level S4 client getattr is called. If the attribute structure is found in the cache, it is returned

instead of generating an RPC. This cache uses a FIFO replacement policy once the cache �lls,

and also frees attributes from the cache when they reach a certain age. The current client cache

con�guration will maintain the attributes for 2000 objects and invalidate them when they have

aged for 60 seconds. The cache is kept fresh by utilizing the previously discussed RPC combining

to issue a getattr request on each data RPC. This ensures that the attribute cache is always fresh

for frequently accessed objects. With the cache as described, miss rates are below 1% for most

benchmarks. For instance when building the S4 source tree, the miss rate for the attribute cache

is .75%.
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5.3 Directory structure

NFS directories are packed into objects as a set of records that associate �le names with �lehandles.

Initially, the records were �xed size entries that held the ASCII name of each entry in the directory

along with the NFS �lehandle of the associated entity to which it referred. This created a problem

for directory operations that needed to remove entries. In order to remove an entry, the client had

to �nd the o�set into the object containing the record to remove, copy the last record in the object

to this position (overwriting the entry to remove), then truncate the directory object by the size

of one record. This required multiple RPCs to implement, and posed a very realistic possibility of

directory corruption if multiple clients attempt to modify the directory simultaneously.

The structure of the directories was then changed to use a log-structured approach and variable

size records. The log structure reduces all normal directory operations to a single append operation,

and by using variable sized records, directory objects can be over 8x smaller. The space savings

arises because, when using �xed size records, a record must be able to support the maximum length

�le name (255 bytes) plus the space for an NFS �lehandle (32 bytes). By making the records variable

size and storing only as many bytes for the name as are needed (plus one byte for a terminator),

the size of the average record could fall to only 43 bytes (assuming an average of 10 characters in

the �lename) from 287, which is a saving of 6x.

The log structure permits changes to the directory by appending a record onto the end of the

object. The last record that contains a given �lename takes precedence, and the NFS �lehandle

consisting of all zeros indicates a deleted name. Based on this, to set a link, an append of the new

record is suÆcient to handle this, and removal of a link is an addition of a record consisting of the

�lename associated with an all zero �lehandle. This also permits operations such as rename within

the same directory to be implemented as a single operation as well (by appending two records

instead of the usual one).

Unfortunately, this log structure causes the size of a directory to grow with each operation,

so it is necessary to clean a directory periodically. When clients read the directory, they keep a

count of the number of records encountered in the object, and the number of actual links in the

directory. When these numbers pass a certain eÆciency threshold (e.g. 10x as many records as

entries, or 100 more records than entries), the client attempts to clean the directory. Since the

client has just �nished reading the directory, it has a full list of the directory's contents, so it

truncates the directory to a length of zero (removing all previous records), then writes out one
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S4 RPC calls
NFS Operation

minimum average
Description

getattr 0 .0071 Retrieves the attribute structure of a �le or

directory

setattr 2.5 3.0236 Sets the attribute structure of a �le or di-

rectory

lookup 0 .0043 Returns the NFS �lehandle for a given name

in a directory

readlink 1 1.0000 Reads the pathname stored in a symbolic

link

read 1 1.0018 Reads the contents of a �le

write 2 2.0000 Writes data into a �le

create 4 6.0034 Creates a new �le in a directory

remove 3 3.0012 Removes a �le from a directory

rename 4{5 6.0000 Renames a �le

link 3 3.0000 Makes a hard link to a �le

symlink 5 7.0000 Creates a symbolic link to a �le or directory

mkdir 5 12.0000 Creates a new directory

rmdir 3 9.0000 Removes an empty directory

readdir 1 2.6678 Returns the contents of a directory

Table 4: NFS RPC operations: This table lists the major NFS version 2 procedures and the
number of S4 RPC calls needed to implement the operation with the S4/NFS client. The minimum
number of operations is based on performing the optimal set of operations and having both client
caches maintain a 100% hit rate. The column labeled \average" shows the average number of RPC
operations actually performed for each NFS operation during a CVS checkout and build of the S4
source tree. Some operations di�er signi�cantly from the minimum because of ineÆciencies in the
client implementation.

record for each name in its list. This cleaning operation requires only two RPC calls and need not

be performed very often. Only clients with permission to write to a directory object are able to

clean it. The switch to a log-structured directory decreased the likelihood of directory corruption

due to multiple simultaneous updates since these updates are now append operations instead of

write and truncate. The cleaning, however is still susceptible to this.

The client maintains a directory cache (currently 200 directories for a maximum of 60 seconds) to

speed NFS lookup and readdir operations as well as lower level directory manipulation operations.

This cache is also very e�ective, having a miss rate of .45% while building the S4 source tree.
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5.4 S4/NFS eÆciency

In order to implement the NFS �le system on top of S4, some NFS operations require multiple

object manipulations. Table 5.4 shows a list of the NFS RPC operations, a description of the

operation, the minimum number of RPCs that can be used to implement that operation (with

the construction of objects as described), and the average number of RPCs performed during a

CVS checkout and build of the S4 source tree. The client has a number of ineÆciencies that are

introduced due to its construction. These prevent the actual number of RPCs for the client from

approaching the lower bound.

At the end of each NFS operation that modi�es state on the drive, a sync RPC is required in

order to support NFS v2 semantics of all data being in non-volatile storage when the call returns.

5.5 S4/NFS shortcomings

Since the S4 drive only has knowledge of objects, and not the relationships between objects, prob-

lems arise in implementing a �le system on top of the objects. Users that have permission to create

objects (�les) on the drive have the potential to create \detached" objects. These are objects that

are valid in the sense of S4, but are not linked into the �le system directory structure. These objects

would be inaccessible to users who could only navigate the �le system's directory structure, but

could provide covert storage for a user/client that is willing to directly manipulate objects. These

detached objects can also be created accidently by client crashes during an NFS create operation.

There is no way for the S4 system to force all objects to be a part of the directory structure be-

cause the drive does not understand that structure, and there is no middle-man to supervise clients'

access.

In addition to the detached object problem, there are several other problems that arise from

the use of ACLs for determining access permissions on each object individually. In standard UNIX

�le systems, users may rename, link, or unlink a �le in any directory for which they have write

permission, and they need not have any permission to access the �le. Normal �le systems have

complete access to the storage device, and act as trusted entities to update metadata such as the

�le's link count on behalf of the user. In S4, a �le's metadata is stored in the opaque attribute

space of the �le's object, and is subject to the restrictions of the ACL for that �le. When a link

is made to a �le, the link count must be incremented, but in S4, this may not be possible if the

user performing the link only has permission to write to the directory, but not to modify the �le's
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attributes. In addition, �le systems delete �les when there are no more names that reference that

data. In S4, if the user who removes the �nal name for a �le does not have delete permission for

the �le's object, it will become a detached object on the drive.

5.6 File system cleaner

Conventional systems have a �le server between clients and drives to enforce �le system integrity

and perform privileged operations on behalf of users. This prevents the problems discussed above.

NASD, like S4, exposes an object interface to clients, but for the NASD NFS client, only getattr,

read, and write operations are sent directly to the disks. All other NFS operations were sent to

the NASD �le manager for processing on behalf of the client. This ensures that as long as the �le

manager was intact, the �le system was maintained in a consistent state.

S4 removes the �le manager since it is a potential source of intrusion into the system, but due

to the lack of an overseeing entity, the �le system may become inconsistent. To combat this, it

is possible to have a background cleaner that repairs objects at the �le system level. This entity

would be able to run during non-peak times and clean up deleted objects and link counts that

clients were unable to maintain themselves. Also, since this cleaner is a separate entity, and not

performing actions on behalf of users, it would be easy to audit its access and undo any actions

that the cleaner would make if it were to be compromised.

6 Related Work

Self-securing storage and S4 build on many ideas from previous work. Perhaps the clearest example

is versioning: many versioned �le systems have helped their users to recover from mistakes [15, 7].

Santry, et. al, provides a good discussion of techniques for traversing versions and deciding what to

retain [18]. S4's history pool corresponds to Elephant's \keep all" policy (during its time window),

and it uses Elephant's time-based access. The largest advantage of S4 over such systems as these

is that it has been partitioned from the operating system. While this creates another layer of

abstraction, it adds to the survivability of the storage.

S4's device-embedded storage management is another instance of many recent \smart disk"

systems [1, 3, 11, 17, 22]. All of these exploit the increasing computational power of such devices.

Some also put these devices on networks and exploit an object-based interface. There is now an

ANSI X3T10 (SCSI) working group attempting to create a new standard for object-based storage
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devices. The S4 interface is similar to this proposal.

The standard method of intrusion recovery is to keep a periodic backup of �les on trusted

storage. Several �le systems simplify and extend this process by allowing a snapshot to be taken of

a �le system [8, 9, 14]. This snapshot can then be accessed through the standard �le system tools

for �le retrieval. Spiralog [10] uses a log-structured �le system to allow for backups to be made

during system operation by simply recording the entire log to tertiary storage. While these systems

are e�ective in preventing the loss of existing critical data, the window of time in which data can

be tampered with or destroyed is much larger than S4, often up to 24 hours, and is reliant upon a

system administrator for operation. Also, intrusion diagnosis is extremely diÆcult in such systems.

Permanent �le storage [16] provides an unlimited set of puncture-proof backups over time. These

systems are unlikely to become the �rst-line of storage because of lengthy access times.

7 Future Work

With an initial version of the S4 system in place, several major areas of interest still remain.

The initial implementation of S4 is lacking several pieces of the overall architecture. This section

describes several of the remaining open issues for the S4 implementation, and future directions of

research on the project.

7.1 Security

The security subsystems of the S4 implementation have not yet been built, though the infrastructure

to support this is in place. Access control lists are maintained for each object on the drive, and the

S4/NFS client adjusts these to best �t the UNIX mode bits for the \owner" and \other" entities.

The drive security module that will verify permission according to the ACL ags needs to be

implemented. In addition, the client needs to be modi�ed to provide tokens according to the user

accessing the drive, and facilities need to be implemented for key management within the drive.

Logging of accesses also needs to be added to the drive. It is a critical part of intrusion analysis

and recovery to have a log of all accesses that can be analyzed based on both users and client

machines. When implementing logging and access control, it may prove to be a challenging task to

record this information while not noticeably impacting system performance. The ACL lookup on

the drive has been optimized for eÆciency, but the true impact on the system will only be known

when it is actually running.
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Another interesting area of further work is in preventing the history pool from overowing.

Since disk space is �nite, the drive needs to monitor and take steps to avoid being faced with

exhaustion of free space. Since ceasing to version objects or prematurely reclaiming objects from

the history pool presents a security hole, further work is needed on ways to prevent the space

exhaustion as opposed to recovering once it occurs.

7.2 Recovery and analysis tools

Providing tools for recovering and analyzing old object versions is a daunting task. The amount

of information that will be available could quite easily be overwhelming to a system administrator.

Simple recovery tools, such as those used for recovery from accidents, will be straight forward since

the user is expected to already know the exact data item he wishes to retrieve.

Implementation of utilities to recover from intrusions will be much more diÆcult. They must

correlate the historical objects with the access logs and present this in a form that the system

administrator can use. The complete picture may be obscured by client-side caches (both read

and write), and it will be extremely diÆcult to track the propagation of tainted data through the

system.

7.3 Other �le systems

The S4 system will also bene�t from having more types of client �le systems implemented over top

of the object store. Every e�ort has been made to ensure that the interface is general and versatile

enough to implement a very wide range of �le systems, but this warrants further investigation. The

NFS client implements a �le system with access control based on the familiar UNIX permissions.

Implementation of other clients such as an AFS client (which uses ACLs) or a client for a database

system can lead to valuable insight about the long term feasibility of the object-based interface to

self-securing storage devices.

7.4 Transactions

Introducing the notion of transactions or conditional writes may provide a way for clients to avoid

accidental corruption of objects when multiple clients access a single object. Currently, any locking

or transaction mechanism must be implemented at a higher level, and this can lead to performance

degradation or security holes.
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It should be possible to support some limited form of transactions within the drive that utilizes

the history pool as a way of aborting transactions that should not be committed. It would also

be straight forward to implement a conditional write primitive that could condition a write on the

current version's modi�cation time.

7.5 Multi-device coordination

Groups of S4 devices could be assembled to present one, large, object storage image. Regardless of

the distribution of data across these devices, correlation of changes to object data would be more

diÆcult than in a conventional system. The recovery tools would have to assemble and correlate the

information from all the devices to recover objects from the history pool. This would be particularly

diÆcult for data that is striped across multiple devices. Pools of devices may be able to bene�t

from load balancing or sharing the history pool across the cluster.

8 Conclusion

The self-securing storage paradigm promises to raise the level of security available to users by

making the storage device responsible for maintaining the integrity of data. The S4 implementation

has shown that this level of intrusion tolerance (into clients and servers) and convenience can be

provided at very little performance cost.

The S4 interface provides a complete set of operations necessary to implement a �le system on

top of the object storage provided by the drive. The S4/NFS client implementation has shown that

even though multiple operations are required to implement high-level �le system operations, it can

be handled in an eÆcient manner.

The S4 project still has a few pieces which need to be incorporated, and there are many inter-

esting research questions that have yet to be explored.
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